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& windows PowerShell

x

+ | w

PS C:\ Users\ Andre> Get - Presenterinfo

Name : André Pflaum

Mail : a.pflaum@itrain.ch

Firma iTrain  GmbHZ www.itrain.ch

Zweck Schulungen & Projekte

Rolle Inhaber & Senior System Architect

Gegriundet : 1999

Blcher : 7 ( davon 4 Fachbtcher)

Spezialgebiete : @{
WindowsServer = $true
EntralD = $true
Azure = $true
PowerShell = $true
Netzwerkdienste = $true
Sicherheit = $true

}
Hobbies Familie , Reisen & Fotografie

Highlight

Jahrlicher

mit Windows Server/Cloud

IT - Fachkongress "geekmaniaza
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WPA:-Enterprise

4 v
EARTLS PEAP
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Alternative:

OpenWiIiFi+ Captive Portal
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X .>.__.. Hotel Guest Wi-Fi Login | The \

guest.ivs lvsi.com

THE VENETIAN RESORT LAS VEGAS

Hotel Guest Wi-Fi Login
Last Name (eg. Smith): Non-Hotel Guest Wi-Fi Access

GET ACCESS NOW
Floor & Suite Number - (Numbers

Only, e.g 11222)

Terms of Use and Privacy Policy

| accept the terms of use and
privacy policy
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OpenWiFI = Captive Portal=» |dP

=
S




userO1 —
password123 }
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Entra ID = IdP
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Gruppen

Benutzer Devices

= |dP
Apps

MFA SSPR
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ZyxelNebula Devices &izenzen
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Voraussetzungen

itrain"

Nebula Pro Packizenzfir alleGerate
Access Points Firmware=VV7.10

APsmit Nebula Flex PrdJnterstitzung
Zugangzum Nebula Control CentefNCC)
Admin-Zugangzum Entra Portal

Entra ID Fre@derhoher
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Unterstutzte ZyxelAPs
IAP500BE WAX640S6E
WBES510D WAXG655E
WBE630S WAX510D
WBES530 WAX610D
USG LITE 60AX  WAX630S
WBE660S WAX650S

WAX620D6E

itrain"
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NebulaKonfiguration

far WiFIEntra IDAuthentifizierung
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wza nebula

@ Intent

Site-wide
73y Dashboard

0{2 Topology

g Devices

ﬁ Map & floor plans
.@, Clients

(5‘ Applications usage
Summary report

Monitor
Configure

Organization-wide
y@ License & inventory

@ Administrators

2" Control Center

Organization-wide manage

Organization: iTrain - »  Site: iTrain

Basic Info

S5ID name

Enabled

Hide SSID

Network access

Security options @

Sign-in method

iTrainZyxel
»
D e

© open

Users can connect without entering a password

Enhanced-open @

Q ® 0 a8 & @

User can connect without password. Enhanced open provides improved data encryption in open Wi-Fi networks.

WPA Personal With WPA2 -

Users must enter the password to associate

Dynamic personal PSK with Nebula cloud authentication w @ Model list
() MAC-based Authentication with MNebula cloud authentication -« Model list

Use MAC address as a username and password

WPA Enterprise with WFAZ -

Use 8021X authentication that requires a unigque username and password
WPA Enterprise With .1 1q cloud quthenticatior

Disabled

Users can access the network without any web authentication

Click-to-continue

Users must view and agree the captive portal page in order to access the network

Woucher

Users must enter a voucher code in order to access the network

o Sign-on with Microsoft Entra ID (Azure AD) « EENERS Model list

Download Metadata

Upload Metadata [EEEENEETIVIE S 00N ]

What is this?

m or Cancel

(Please allow 1-2 minutes for changes to take effe
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o Sign-on with Microsoft Entra ID (Azure AD)
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Microsoft Azure J© Search resources, services, and docs (G+/) J? 2 @ & apflaum@lirain.ch § [

ITRAIN GMBH (ITRAIN.CH) ¥ @

Home > iTrain GmbH | Enterprise applications > Enterprise applications | Overview > Create your own application %
Browse Microsoft Entra App Gallery

o ,0? Got feedback?

- Create your own application ,0? Got feedback?
If you are developing your own application, using Application Proxy, or want to integrate an
The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (S50) and automated user provisioning ~ application that is not in the gallery, you can create your own application here.
to connect your users more securely to their apps. Browse or create your own application here. If you are wanting to publish an application you have developed inf
request using the process described in this article. What's the name of your app?

| Nebula-Authj Ve | 9
£ Search application Single Sign-on : All User Account Management : All Categories : All

What are you looking to do with your application?
Cloud platforms O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)

Amazon Web Services (AWS) Google Cloud Platform Oracle @ Integrate any other application you don't find in the gallery (Non-gallery) e

dWS

"

Google Cloud
On-premises applications
Add an on-premises application Learn about Application Proxy Or
Configure Microsoft Entra application proxy to enable secure remote Learn how to use Application Proxy to provide secure remote access Au
access. to your on-premises applications. pre

-3 Federated SSO I.’.;?J Provisioning

=m0

Featured anblications )



a.pflaum@ltrain.ch §34
ITRAIN GMBH (ITRAIN.CH) ¢ @

Microsoft Azure L Search resources, services, and docs (G+/) @ T ) I

T Copilot

Home > iTrain GmbH | Enterprise applications > Enterprise applications | Overview > Browse Microsoft Entra App Gallery > Nebula-Auth

o) Nebula-Auth | Single sign-on - X

Enterprise Application

[+
w2
[ ]

Single sign-on (SSO) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more.

L=

Qverview

=
L

Deployment Plan

Diagnose and solve problems

< XK

Manage

Select a single sign-on method  Help me decide

il Properties

J& Owners

4. Roles and administrators

Users and groups

O

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

i3

SAML
Rich and secure authentication to
applications using the SAML (Security

Assertion Markup Language) protocol.

-

Password-based
Password storage and replay using a
web browser extension or mobile app.

&
D —3) Single sign-on 9

@ Provisioning
£ Application proxy

C  Self-service

Linked
Link to an application in My Apps
and/or Office 365 application launcher.

E] Custom security attributes
> Security
> Activity

> Troubleshooting + Support

Add or remove favorites by pressing Ctrl+Shift+F v



Microsoft Azure O Search resources, services, and docs (G+/) @ 2 @ & a.pflaum@lirain.ch T

ITRAIN GMBH (ITRAIN.CH) ¥ @

Home > iTrain GmbH | Enterprise applications > Enterprise applications | Overview > Browse Microsoft Entra App Gallery > Nebula-Auth

Nebula-Auth | SAML-based Sign-on - X

Enterprise Application

¢ <<o $ Upload metadata file k) Change single sign-on mode = Test this application ,0? Got feedback?

B8
>

Qverview

Upload metadata file.

=
L

Deployment Plan Values for the fields below are provided by Nebula-Auth. You may either enter those values manually, or upload a
pre-configured SAML metadata file if provided by Nebula-Auth.

#% Diagnose and solve problems
arn
~ Manage | “Nebula-metadata (1).xml"” |
W properes 13 [ @
J& Owners
v Basic SAML Configuration 2 it
i
4. Roles and administrators
Identifier (Entity ID) Required
& Users and groups Reply URL (Assertion Consumer Service URL) Required
_3) Single sign-on Sign on URL Optional
Relay State (Optional) Optional
@ Provisioning Logout Url (Optional) Optional
£ Application proxy
C self-service e Attributes & Claims

Cust i ttribut . . . .
B Custom security attributes A\ Fill out required fields in Step 1

> Security givenname user.givenname
. surname user.surname
> Activity . )
emailaddress user.mail
> Troubleshooting + Support name user.userprincipalname
Unique User Identifier user.userprincipalname

o SAML Certificates

Token signi tificat

oken signing certificate / Edit
Status Active

Thumbprint 3EB54ATAZ2ACB3AFI93CEB43D1BDOSESCIC28B3E9

Add or remove favorites by pressing Ctrl+Shift+F
fa W p g f Corpm fpem b o AN AT ARA L J



Microsoft Azure O Search resources, services, and docs (G+/) ]9 2 @ & a.pflaum@lirain.ch 10

ITRAIN GMEH (ITRAIN.CH)

Home > Browse Microsoft Entra App Gallery > Nebula-Auth Basic SAML Configuration %
Nebula-Auth | SAML-based Sign-on
Enterprise Application o Save (o? Got feedback?

¢« T Upload metadata file ) Change single sign-on mode 7= ‘

Identifier (Entity ID) * ©
Set u D Sin g le Si gn- On with SAML The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

L=

Qverview

Deployment Plan

An S50 implementation based on federation protocols improves sea

< % B

Di d sol bl
1Agnose and solve probiems implement. Choose SAML single sign-on whenever possible for existi Default
M more. - -
anage https://nebula.zyxel.com/organization/6836c40a5d45366126209f1b/site/6836c40d38c4c86a... | |i| 0] ]
il! Properties Read the configuration guide  for help integrating Nebula-Auth. Add identifier
J& Owners
o Basic SAML Configuration
AL, Roles and administrators Reply URL (Assertion Consumer Service URL) * @

Identifier (Entity ID) Required

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Reply URL (Assertion Consumer Service URL) Required

Consumer Service” (ACS) in SAML.

&4 Users and groups

_3 Single sign-on Sign on URL Optional
Relay State (Optional) Optional Index Default
@ Provisioning Logout Url (Optional) Optional
https://ccapi.nebula.zyxel.com/nebula/v18/captive-portal/NjgzNmMOMGE1ZDQ... ‘ ‘ 1 v | |7| @ [i]
£ Application proxy —
e Add reply URL
C self-service Attributes & Claims
& Custom security attributes A Fill out required fields in Step 1 Sign on URL (Optional)
> Security givenname user.givenr  sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
> Activity surname USEL.SUMNAT o application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.
emailaddress user.mail
> Troubleshooting + Support name user.userpr Enter a sign on URL e
Unique User Identifier user.userpr
o Relay State (Optional) ©
SAML Certificates

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a

o . URL or URL path that takes users to a specific location within the application.
Token signing certificate

Status Active Enter a relay state
Thumbprint 3E854ATAZ

| L IMANIOIONIN y

Add or remove favorites by pressing Ctrl+Shift+F



Microsoft Azure O Search resources, services, and docs (G+/) @ 2 @ & a.pflaum@lirain.ch T

ITRAIN GMBH (ITRAIN.CH) ¥ @

Home > Browse Microsoft Entra App Gallery > Nebula-Auth

Nebula-Auth | SAML-based Sign-on - X

Enterprise Application

- « $ Upload metadata file k) Change single sign-on mode  ¥= Test this application ,0? Got feedback?
mmm -
s Overview
© " -
Deployment Plan SAML Certificates -
: |
#¢ Diagnose and solve problems Token signing certificate £ Edit m
i
v Manage Status Active [ ]
Thumbprint CBACCAB30C53289C137402D9BEE38DCS55F1B755B |
il Properties Expiration 11/3/2028, 1:22:56 PM -
Notification Email a.pflaum@lItrain.ch |
J& Owners .
App Federation Metadata Url ‘ https://login.microsoftonline.com/d17f36b4-305f-... [ u
8 ini - |
as» Roles and administrators Certificate (Base64) Download -
Certificate (R Download
&8 Users and groups e Icé & (Raw) ownos [ |
Federation Metadata XML Download -
—3) Single sign-on -
@ Provisioning Verification certificates (optional) j Edit v
e eati Required No
< Application proxy Active 0
C  self-service Expired 0

E] Custom security attributes

> Security o Set up Nebula-Auth

2 Activity You'll need to configure the application to link with Microsoft Entra ID.

> Troubleshooting + Support Login URL ‘ https://login.microsoftonline.com/d17f36b4-305f-... [y ‘
Microsoft Entra Identifier ‘ https://sts.windows.net/d17f36b4-305f-45d6-9d2... [ ‘
Logout URL ‘ https://login.microsoftonline.com/d17f36b4-305f-... [ ‘

o Test single sign-on with Nebula-Auth

) ) Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.
Add or remove favorites by pressing Ctrl+Shift+F v

 Z——— y
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0 Sign-on with Microsoft Entra ID (Azure AD)

O ==x




[

geckmaonia itrain"

THE ESSENCE OF IT

o Sign-on with Microsoft Entra ID (Azure AD)

5 Nebula-Auth.xml i




. . . 5 =l a.pflaum@Itrainch §5%
Microsoft Azure L Search resources, services, and docs (G+/) T Copilot @ @ ® fo ITRAIN GMBH (ITRAIN.CH) | -‘ﬁ

Home > Browse Microsoft Entra App Gallery > Nebula-Auth

Ik Nebula-Auth | Properties - X

Enterprise Application

¢ « ['5'_] Save X Discard @ Delete ,0'? Got feedback?

Y
it Overview View and manage application settings for your organization. Editing properties like display information, user sign-in
settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
([} Deployment Plan Administrator roles. Learn more.

# Diagnose and solve problems If this application resides in your tenant, you can manage additional properties on the application registration.
v Manage U
Enabled for users to sign-in? @ [ Yes No )
III . _—
|1 Properties
Name * (1) Nebula-Auth v
J& Owners ‘ ‘
AL, Roles and administrators Homepage URL (O ‘ https://account.activedirectory.windowsazure.com:444/applications/de... [ ‘
&4 Users and groups Logo @
3) single sign-on
@ Provisioning
£ Application proxy Select a file |
C self-service User access URL (D ‘ https://launcher.myapps.microsoft.com/api/signin/2f630daa-7608-4b5... N ‘

E] Custom security attributes

Application ID ‘ 2f630daa-7608-4b53-bc7e-682a05da0306 m ‘

> Security
. Object ID @ ‘ afd76afd-9d4a-4610-bc71-294e8126eb15 | ‘

> Activity
> Troubleshooting + Support Terms of Service Url (D ‘ Publisher did not provide this information Iy ‘
Privacy Statement Url © ‘ Publisher did not provide this information Ty ‘

Reply URL @ ‘ https://ccapi.nebula.zyxel.com/nebula/v18/captive-portal/NjgzNmMO... Dj‘
Assignment required? @ No

|
\

Visible to users? @ __VYes No
Add or remove favorites by pressing Ctrl+Shift+F -




Microsoft Azure L Search resources, services, and docs (G+/) ]9 233 ® ,bj a.pflaum@ltrain.ch | T

ITRAIN GMEBH (ITRAIN.CH) ¥

Home > Browse Microsoft Entra App Gallery > Nebula-Auth

Nebula-Auth | Users and groups - X

Enterprise Application

o

<<o+ Add user/group f Edit assignment _ﬁ[ Remove assignment Qﬁ Update credential O Refresh EEJ} Manage view R'j Got feedback?

»

Qverview

L=

@ The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this.
Deployment Plan

Diagnose and solve problems ) o . o o ) )
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

< % B

Manage

2 First 200 shown, search all users & groups

il Properties

&8 Owners Display name Object type Role assigne

4. Roles and administrators
D 0 André Pflaum User User
J& Users and groups

—:)) Single sign-on \:’ w Beat Brunner User User

@ Provisioning D *  Finn de Pauw Gerlings User User

£ Application proxy

C  self-service

E] Custom security attributes
> Security
> Activity

> Troubleshooting + Support

Add or remove favorites by pressing Ctrl+Shift+F v
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D= Sign in to your account x o

= o X
C °5 login.microsoftonline.com/itrain.ch/oauth2/v2.0/authorize?client_id=4765445b-32c6-49b0-83e6-1d93765276ca&redirect_uri=https%3a%2f%2fwww.office.com%2flandingv2&response_type=code... & W £ Incognito

Wl

itrain

Sign in
Thomas.urnschuh@Itrain.cH

Can’t access your account?

Welcome!

Q Sign-in options



Fi= Sign in to your account X o

(& 25 login.microsoftonline.com/itrain.ch/oauth2/v2.0/authorize?client_id=4765445b-32c6-49b0-83e6-1d93765276calredirect_uri=https%3a%2f%2fwww.office.com%2flandingv2&response_type=code... & W £ Incognito

o

itrain

< thomas.urnschuh@itrain.ch

Enter password

Forgot my password

Welcome!
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Microsoft Azure

L Search resources, services, and docs (G+/) L7 ] Copilot

® sz 0 &

a.pflaum@ltrain.ch §34

Home > Browse Microsoft Entra App Gallery > Nebula-Auth

Nebula-Auth | SAML-

Enterprise Application

o

L=

Qverview

=
[

Deployment Plan

Diagnose and solve problems

< XK

Manage
il Properties

Owners

ke

Roles and administrators

<

Users and groups

O ke

Single sign-on

Provisioning

£ Application proxy

C  self-service

E] Custom security attributes
> Security
> Activity

> Troubleshooting + Support

Add or remove favorites by pressing Ctrl+Shift+F

based Sign-on

=

« $ Upload metadata file I? Change single sign-on mode = Test this application ,0? Got feedback?

o SAML Certificates

Token signing certificate 2 Edi
Edit

Status Active

A02D9BEE38DC55F1B755B

Expiration 11/3/2028, 1:22:56 PM
Notification Email a.pflaum@lItrain.ch

online.com/d17f36b4-305f-... @

Certificate (Base64) Download

Certificate (Raw) Download

Federation Metadata XML Download

Verification certificates (optional) j Edit
Required No

Active 0

Expired 0

o Set up Nebula-Auth

You'll need to configure the application to link with Microsoft Entra ID.

Login URL ‘ https://login.microsoftonline.com/d 17f36b4-305f-... [ ‘
Microsoft Entra Identifier ‘ https://sts.windows.net/d17f36b4-305f-45d6-9d2... [ ‘
Logout URL ‘ https://login.microsoftonline.com/d 17f36b4-305f-... ‘

o Test single sign-on with Nebula-Auth

Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

ITRAIN GMBH (ITRAIN.CH) ¥ @
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SAML Certificates

Token signing certificate

Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url
ate (Baseod)

Certificate (Raw)

Federation Metadata XML

\B30C53289C137402D9BEE3

o]

DC55F1B

JCoCORE
32

,;’/r ' Edit

itrain"
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Keine Entra ID Premiushizenz
erforderlichbishier!
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StandaloneLizenz(CHF 5.40)
M365 Business Premium (CHF 19.70)
Entra ID | Mm365 E3dqderhéherz CHF 37.60)

Premium 1 Enterprise Mobility & Security E3
(oderhoherz CHF 9.50)

M365 A3 (Faculty/Student)

(Preisepro BenutzeyMonat)
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ErweitertesMFA Passwordlessetc.)
DynamischeGruppen
Wasbringt P17 Application Proxy

SSPR

Password Write Back (Hybrid)

Conditional Access Policies
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Entra ID SicherhetvhneP1
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Security Defaults

(Sicherheitsstandard
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Registrationfir MFAerforderlich
(14Tage

AdministratorenmussenMFA
verwenden

Security Defaults |  genutzermiissenin bestimmtenFallen
MFAverwenden

Legacy AuthProtokollewerden
verweigert

Admin-PortaleerfordernMFA
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Turnit Off?
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