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Agenda

Konzept hinter Nebula
Was ist neu und was kommt noch?

Firewall in Nebula
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Nebula- The First Cloud
Solutions For SMB

Launchedin 20186.
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Nebula Solution Components
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Complete & Comprehensive Product Portfolio

NebulaFlex AP

(Cloud or Standalone)

* NWA210BE/NWA130BE/NWAT10BE
NWA220AX-6E
NWA210AX/NWAT10AX
NWA90AX PRO/NWASOAXPRO/
NWAPOAX/NWAS0AX/NWASS5AXE

NebulaFlex Pro AP

(Cloud with 1YR Pro Pack or Standalone

or Wireless Controller)

« WBE660S/WBE630S/WBE530/WBE510D

« WAX640S-6E/WAX620D-6E

« WAX650S/WAX630S/WAX610D/WAX510D/WA
X655E/WAX300H

* WACS500H

NebulaFlex Switch
(Cloud or Standalone)
» XS1930 Series
* XMG1930 Series
* XGS1935 Series
* GS1920v2 Series
. XMG]‘?]SSeries

* GS1915 Series

@-e

NebulaFlex Pro Switch
(Cloud with 1YR Pro Pack or
Standalone)
+ CX4800-56F
+ XS3800-28
* XGS2220 Series
» GS2220 Series
» GS1350 Series

USG LITE Series (Cloud) 5G/LTE Series

+ USG LITE 60AX ( (Cloud or Standalone)
* Nebula NR5101/7101
SCR Series (Cloud) * Nebula FWA505/510/710
USG FLEX H Series B
(Cloud or Standalone)
* USG FLEX = 3
S50H(HP)/100H (HP)/ ._,:E-’]——-—-:,,.."
200H (HP)/500H/700H e — —
USG FLEX Series -
(Cloud with 1YR Pro Pack
or Standalone)
» USG FLEX50/100(W)/200/ ACCESSORY
500/700 ; ,
prove ""v.::::'-'-‘- NebulaFlex PoE Extendor
(Cloud or Standalone)
* PoE12-3PD

ATP Series
(Cloud with 1YR Pro Pack

or Standalone)
« ZyWALL ATP100(W)/200/
500/700/800




ZyWALL USG FLEX H Firewall Porifolio Lineup

USG FLEX H Firewalls

USG FLEX 700H

f/’

USG FLEX 500H

USG FLEX 200H/HP

USG FLEX 100H/HP
USG FLEX 50H/HP

Features / Scalability

SOHO to Small Business Small Business Small and Medium Small and Medium Medium Business
(Users: up to 10) (Users: up to 25) Business Business (Users: up to 500)
(Users: up to 50) (Users: up to 150)
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Licensing



License Pack

Nebula Pack Comparison

Learn more at Nebula Control Center - Cloud Networking Management - Subscribe Nebula | Zyxel Networks

Feature Name

Unlimited Registration & Central Management (Configuration, Monitoring, Dashboard, Location Map & Floor Plan Visual) of
Nebula Devices

Over-the-air Firmware Management

Nebula APP for Deployment, Management and Push Notifications (iOS and Android)
Central Device and Client Monitoring (Log and Stat Information) and Reporting*
Admin Accounts per Organisation

User Authentication Entries

Network Function Scheduling (SSID/PoE/Firewall Rules)

Captive Portal Authentication®

Email users and alert Notifications

Automatic Network Topology (Visual and Actionable)

Advanced Reporting Features (including Export/Email Reports/Scheduled Reports — Custom Logo)
Exempt from Cloud Saving Mode

Priority Support**

Topology*

Configuration Backup/Restore

Organizational User Audit/Change Logs

*: Available in Q2, 2025

Nebula Plus Pack

Nebula Pro Pack
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**: Priority Support is available to customers with a Pro Pack organization or those using USG FLEX H series firewalls with Gold Security Pack or Enfry Defense Pack licenses. Eligible customers can

open support tickets for prioritized assistance.



https://www.zyxel.com/global/en/products/nebula-cloud-center/cloud-networking-management-nebula-control-center/subscribe-nebula
https://www.zyxel.com/global/en/products/nebula-cloud-center/cloud-networking-management-nebula-control-center/subscribe-nebula
https://www.zyxel.com/global/en/products/nebula-cloud-center/cloud-networking-management-nebula-control-center/subscribe-nebula
https://www.zyxel.com/global/en/products/nebula-cloud-center/cloud-networking-management-nebula-control-center/subscribe-nebula
https://www.zyxel.com/global/en/products/nebula-cloud-center/cloud-networking-management-nebula-control-center/subscribe-nebula




NCC Product Line Features Roadmap

@ Available
@ Developing
@® InPlan

Switches

Mobile
Router/
Fixed
Wireless
Access

19.20 (GA: 20t
IAP500BE
NWA30BE, NWA55BE
NWA210AXv2

* Multi-ranges SSID scheduling

* VLAN ingress check

USG FLEX H series

* |PSec/SSL Remote VPN

* Captive portal with Cloud Auth.
& Entra ID (PRO)

* VPN tunnel supported as Policy
route’s next hop

* Secondary VPN peer gateway

Nebula FWA70

19.30 (GA:

NWA240BE

WBEG665S
NWAS5AXPRO, NWAS5AXPTP

* Wireless monitoring & Rogue detection

(PRO)
* BWM by RADIUS attributes
* 2FA auth. for SSID

* CX4800 Cloud Stacking (PRO)
* SNMPv3
* Combo port LAG usability

USG FLEX H series
* Policy route application matching
* SHA256 support in Anti-malware

USG LITE 60AX
* Dual WAN LB
WAN MAC address overwrite/clone
* DHCP option 61 for WAN
*  Priority code for WAN via VLAN
+ ..etc.

FWA? Root Plus, Leaf Plus

Nebula FWA505v2

20.00 (GA: 13th)

* Multiple devices with one account
for Hotspot

* WISP features: live tool-Scan;
BWM on WISP

* 10T SSID setting

* Port advisor IMPROV (PRO)
* Support CDR to block client (PRO)
* Summary report PoE IMPROV

USG FLEX H series

* Client/app. usage policy (block,
BWM)

e CP: ext. portal redirect, NCAS w/
2FA

* MSP Security report by
SecuReporter

« CDR

Nebula FWA710v2

20.10 (GA: 13th)

* Roaming dashboard (PRO)

* 192bit WPA3-Enterprise

* DPPSK WPA3 w/ on-boarding portal
* CP sign-on with NCAS + Passkey

GS1915v2 series

* DHCP server (PRO)
» 802.1x fallback to MAC auth.
* 802.1x to support NCAS

USG FLEX H series

* Config converter from ATP/USG
FLEX

* Secure WiF (RAP)

*  Remote VPN support 2FA & Passkey
w/ NCAS

* Abnormal device admin login NOTIF







MSP Pack License

Cross-org. management features can be unlocked by purchasing Nebula MSP Pack

Per account based and is

to be used in conjunction

with existing Packs (Base,
Plus, Pro)

Cross-organization
management features
help elevate the
manageability of MSP
customers

. MSP portal

. Admins & teams

. Cross-org synchronization
. Backup & restore

. Alert templates

. Firmware upgrades

. MSP branding

NOO AN OWN —

Proactive monitoring, alerts, and
analytics tools to optimize network
performance to help MSP deliver
superior service to their customers
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Time to switch
the channel!

Raum wechseln und frischen Content streamen

J13
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