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1. Einfihrung

 Assistenten wahrend des Workshops

Armand Blechner

Christian Abderhalden

« Neue Firewall-Serie

Uberblick tiber Flex H Series (uOS)
uOS FW Release Plan
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Uberblick Giber Flex H Series (UOS)

USG FLEX H SERIES

USG FLEX TO0H / T00HP

'/
71
3 Gbps

Size:

SPIfirewall
throughput:
UTM throughput:

VPN throughput:
Ports:

Fanless:
PoE:

SOHO / SB
3,000 Mbps
750Mbps

750Mbps
8 x IGbE

YES
1 Port (100HP)

USG FLEX H SERIES

USG FLEX 200H / 200HP

Size:

SPIfirewall
throughput:

UTM throughput:
VPN throughput:
Ports:

Fanless:

PoE:

SB
5,000 Mbps
1,500 Mbps

1,200 Mbps

6 x 1GbE,
2 x 2.5GbE

YES
1 Port (200HP)

USG FLEX H SERIES

USG FLEX 500H

Size:

SPIfirewall
throughput:

UTM throughput:

VPN throughput:
Porls:

Fanless:

PoE:

SMB

10,000 Mbps

2,500 Mbps

2,000 Mbps

8 x1GbE
4 x 2.5GbE

2 Ports

USG FLEX H SERIES

USG FLEX 700H

Size:

SPIfirewall
throughput:

UTM throughput:
VPN throughput:
Ports:

Fanless:

PoE:

Medium Business
15,000 Mbps

4,000 Mbps
3,000 Mbps
2 x Multi-GbE
(up to 10G)

2 x SFP+,

8 x 1GbE,
2 x 2.5GbE

2 Ports
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H Series uOS Release Plan

New USG FLEX 50H(P)

FQDN Object

BWM (Support ppp, bridge
and VTl interfaces)

Source IP spoofing prevention
Web Console

Entry Defense Pack

Schedule Reboot

Multi-Site Management

Topology

Device Status
(CPU/memory/session)
Event Log

Security Profile
Synchronizations

Support Nebula pro pack
fransfer

Priority Support

*  Email Alerts

« SIP ALG

* Device HA

* Packet Flow Explore

Nebula Configurations phase |
* Dashboard

* Avuto VPN

* Port, Interface, Object

* NAT, Routing

* Firewall

» Security Policy

+ Security Service (site-wide)
¢ Summary Reports

* Application/Client Usage

* Tailscale-like VPN
(Wireguard)

» Secure WiFi (AP Controller)

* Captive portal

* 802.1x Authentication

* Layer 2 Isolation

* BWM for per user/per
source-|P

* IGMP

* Routing Trace

* DoH/DoT

+ LAG

* 700H upgrade licenge

Nebula Configurations phase Il
LAG

Non-Nebula VPN

Remote VPN (IPSec/SSL)
Authentication (Cloud Auth)
Device HA Status & Topology
License migration from
FLEX/ATP

* 700H upgrade license

IPvé dual stack
Speed Test on GUI

SNMP OID MIBs
enhancements

CDR

CDR

DoH/DoT

Firewall schedule
Reboot

Smart virtual server

(auto-generate security

policy)

STUDERUS ¥
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Tools, Converter & License Migration

OP Tool (E/Aug, 2024)

Country/RMA Device
License Transfer

Device Owner Transfer

Device Unregister/Trial
Reset

License Check
License Lock/Unlock

Configuration
Converter (Dec, 2024)

FLEX/ATP on-prem to
H Serigs

License Migration
(April, 2025)

FLEX/ATP license
fransfer fo H Series
on Nebula

Configuration Convert

Tool (H2, 2025)

(FLEX/ATP on-cloud to
H Series)

STUDERUS *
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2. Geratemanagement

« Theorie:
Zugriffsmaglichkeiten

Vereinfachtes Management
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GUI-Ubersicht

ZYXEL  usG FLex 2004 ®OOLE
Q e 6 Doshboord » > System w
o System Information () Virtual Device (]
B8 Dashboard ~ Host Name usgflex200hp USG FLEX 200HP
Seral Number  $212L400XXXXX
System DBECENXXXXXX ~
Secut MAC Address  DBECELXXXX:XX _ pl p2 p3 p4 p5 pé p? p8
curity fermwore V120(ABXE 0)b1s1 | 2023-12-05
& Favorites v Uptime 00:29:34
System Time  2024-01-04 16:14:49
Boot Status oK Link Down Unk Up
(@ System Statistics v
(@ Security Statistics v
Resource Usage (W Bandwidth Interface:  gel (WAN) v [ @&
(@ Network Status v
CPU 10
B VPN Status v 100.0 % 08
Memory T é 06
43.0% 04
2 Llicensing v Sevidcra 02 _
@ Network 1/ o -
b M > S g » » > B > > 5 B > » > > » » > S > >
. — Sf»s\,\ws&wg & qu;\,‘w,;\')},;i’w PSR, S L g S L L R A R AR
o Ve - J 3428% SELELELLELTLELLLITILSSSSSSLLS S
i

° Title bar

e Navigation panel

Main Window

STUDERUS P*
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Management Tools

« Zugriffsméglichkeiten
Konsole
SSH
Web GUI
Web Console (ab 1.30)

STUDERUS ¥



Management Tools

« Konsolenport
« RJ-45 auf DB-9 Rollover-Kabel

RJ-45 zu DB-9 Konsolenkabel

sTuDERUSP*



Management Tools

* SSH Zugang
Mit Putty oder TeraTerm eine Verbindung aufbauen

°
SSH Authentication

Logging in to 192.168.168.1
I

Authentication required.
| [=
3

Tera Term: New connection
a |
‘admin

Host: |192.168.168.1

| ®@cepe :
[ History

Service: O Telnet Ve

SSH version:

IP version:

(O Other

User name:

Passphrase: ‘lnlonoo-

Remember password in memory

COM4 - Tera Term VT

["IForward agent
Authentication methods

@ Use plain password to log in
O Use RSA/DSA/ECDSA/ED25519 key to log in

Duplicate session

v

Cygwin connection
Log...
o8 Serial Port
Private key file
| oK | ‘ Cancel ‘ ‘ Help ‘ Use rhosts to log in (SSH1)
Local user narme

Host private key file
O Use keyboard-interactive to log in
() Use Pageant to log in

Pause Logging
Comment to Log...

a! 192.168.168.1 - Tera Term VT

File Edit Setup Control Window KanjiCode Help

usgflex2eehp>
usgflex2eehp>
sTuperus*




Management Tools

*  Web-Gui
- Beliebigen Browser die IP des Gateways eingeben “192.168.168.1"

« > C © Notsecure || btps://192.168.168.1/apps/auth/login Q W o a :

ZYXEL e

NETWORKS

USG FLEX 200HP

Enter User Name/Password and click to login.

User Name *

um on Javascript and Cookie setting in your web browser.
2. Tum off Popup Window Blocking in your web browser.

sTuDERUSP*



Reset Firewall — System Default

* Reset zu System Default

» Nur die Zertifikate und Signaturen werden aufbewahrt.

*  Wie wird das gemacht?
» Dricken Sie die ,RESET"-Taste langer als 7 Sekunden, bis die LED grun blinkt, und lassen

Sie sie dann los.
*  GUI: wahlen Sie das Konfigurationsfile “system-default.conf” aus.

« CLI: hostname > cmd config-apply system-default.conf

RESET Button

STUDERUS



Reset Firewall — Factory Default

 Reset zu Factory Default

Die Konfigurationsdateien, Zertifikate und Signaturen werden nicht aufbewahrt.

*  Wie wird das gemacht?

Dricken Sie die Taste ,RESET" Ianger als 30 Sekunden. Die LED-Anzeige blinkt

zunachst grun, dricken Sie dann weiter, bis die LED-Anzeige rot blinkt, und lassen
Sie sie dann los.

CLI: hostname > cmd system _recovery factory-default

RESET Button

STUDERUS ¥*



Geratemanagement

* Praxis:
Verbindung zur Firewall herstellen
Oberflache erkunden

NI
Lokales Subnetz dndern

sTuDERUSP*



3. Gerateregistration (Nebula)

Conrect To Internet

Interface Type CHCP -
Port lh;i -
Address Assignment

IF Address e

DHCP Option 60

VLAN Tag ()

Mobile Firewall Switches Access Clients
router points
Internet
0]
This site has no Online 1 This site has no This site has no Grel=D
mobile router. switches. access points.
Wired o}

STUDERUS P*
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4. Security Policy

« Wo finde ich die Security Policy
« Hat sich etwas geandert?
* Was hat die Hits Spalte auf sich?

Aufgabe

* Wie erstelle ich eine NAT-Regel auf der H-Serie?
«  Wie erstelle ich die Objekte?

« Wird fur die NAT-Regel noch etwas benétigt?

*  Wo sehe ich, warum die NAT-Regel nicht greift?

STUDERUS ¥



4.1 NAT-Regel erstellen https://your-IP/apps/network/nat/add

ZYXEL s rex 2004 © vewor = >t -
Wetwanks
Configuration

| search Q| +Add E Q g [ car y Q Hm
O Status # Pi. ¥ Name ¥ Mapping Type ¥ Interface * External IP % Intemnal IP & Protocol # External Port * Internal Port #

8 Dashboard o

¥ Favorites D
o 9 3 RDP_Buero Virtual Server gel_PPP WAN_IP Lenave_Think_Centre tep 4499 3389
o ° 4 Plex_QNAP Virtual Server gel PPP WAN_IP QNAP tep 32400 32400

[# Traffic Statistics

[@ security Statistics (O Network ~ > NAT - B

Network Status General Settings

[ VPN Status

Enable Rule @
Rule Name RDP_Buero
2 Licensing
Mapping Type
Interface Classification @ Virtual Server O 1:1 NAT O Many 1:1 NAT
Routing
Mapping Rule
NAT
BWM Incoming Interface ge1_FPP (WAN) -
ALG Source IP any s
D External IP WAN_IP o INTERFACE P, gel_PPP
@ Security Policy \nternal IF Lenovo_Think_Centrs £ HOST.17216.10.31
= oni
E Port Mapping Type Port -
B EmriySanies Protocol Type TCP -
% User & Authentication
External Port 44559
@ System
Internal Port 3389
B Log & Report
Related Setfings
% Maintenance
Enable NAT Loopback ao
Configure Security Policy @

STUDERUS P*
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4.2 Objekte erstellen (Methode 1)

ZYXEL use Fiex 2004

METWORKS

4

]
@

Dashboard

Favorites

Traffic Statistics
Security Statistics
Network Status

VPN Status

Licensing
Network
VPN

Security Policy

<

Object

= D & ¥ ©

Address

Service

Zone

Schedule

Security Services

User & Authentication
System

Log & Report

Maintenance

(©) Obiect * > Address * > Address ~
Address Address Group

IPv4 Address Configuration

o e o e U e e o o e o o o N o A s o o I s Y o

Name *
IPéto4-Relay
LANT_SUBNET
LANZ_SUBNET
RFC1918_1
RFC1918_2
RFC1918_3
WAN_IP
Ds211J
Buero_PC
QNAP
ftp_webhosting_backup_ip_1
ftp_webhosting_backup_ip_2
hp_printer
Elona
Fatime
Buero_PC_vian
swiss
zyxel_hg
Asia-ALL
NorthAmeria-ALL
Africa-ALL

Antartica-ALL

GeolP

(©) cbject = > Address v > Address ~

Configuration

Name [ myObject

Description

Address Type HosT

IP Addlress 0.0.0.0

HOST
RANGE

SUBMET

INTERFACE IP
INTERFACE SUBNET
INTERFACE GATEWAY
GEOGRAPHY

FQDN

STUDERUS P*
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4.2 Objekte erstellen (Methode 2)

Select Address
| secrch
Add Address X
O Any
Obj
® user defined (default) Name [ myCbject ]
Obiect (23) Address Type | HOST - | =y ‘HOST
O IPstod-Relay
© WAN_P IP Addiress | o000 | INTERFACE IP
O Ds2114

O QNAP
QO ftp_webhosting backup_ip_1
© fip_webhosting_backup_ip_2

© hp_printer

O Elona HOST
O Fatime
O Buero_PC_vian RANGE
O zyxel_hq

O outlook365_3 SUBMET

O outlook3s5_5

INTERFACE IP
O outiookd65_7
O outlook365_8 INTERFACE SUBMNET
O outiook3ss_9
O vm_win_10 INTERFACE GATEWAY
O Lenovo_Think_Centre
' ESI/ED GEQGRAPHY
O XGs2210 FQDMN

O Gs2210
O PC_Prov_lenovo_think

STUDERUS P*
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4.3 Policy Control (Firewall Regel)

8 Dashboard

¥¢ Favorites

Network
Interface

NAT
Policy Control

VPN
IPSec VPN

@]

Traffic Statistics

ol

Security Statistics

8]

Network Status

0

VPN Status

Licensing
Network

VPN

Q

n
+

<

>

* % % %

Security Policy

B @ © %

Policy Control

DoS$ Prevention

IP Spoofing Prevention

Session Control

@ Security Policy ¥ > Policy Control ¥

General Settings

Enable ‘)
Configuration
Allow Asymmetrical Route (’
+Add 7 u] g ln] v Y H @
[ Status Pri. *  Name * From * To * Source ¥ Desfination ¥ Service ¥  User  Schedule ¥ Action * Log * Hits ¥ Profile
E
Q 8 RDP_Buero any any none allow no 61

D|e|o|p|ojo|gojn!'nlninlnin

STUDERUS P*
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4.3 Policy Control - Filter

g
B 7
Search insights Q 57 kM LTS
-
log * Hite = . Status
log 16 Pri.
General Settings
log 238 Nome L
|09-CI|EI”| i From Configuration
log-alert 0
° To Allow Asymmetrical Route a»
no 0
Source - +add Zedt B 2 g @ Q v HD
log-alert 25
I - | Destination Policy Match 11 kiar % m
og-ale . - I - .
Service L e :mm From * To% log* Hits & Profile
no A . o 9o ° g MNGT any leg 16
- M User | Source
no 288 | | o e Destination MNGT IyW.  log 238
log 46824 Schedule O 9 senice losting WAN AN log-dlert 9
] o g User any any log-alert 4]
no 0 Action
no 0 Log
no 11311 Hits
no 0
Profile

STUDERUS P*
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4.4 Loggen

8 Dashboard

o

Favorites

Traffic Statistics

ol &

Security Statistics

Network Status

6]

VPN Status

2 Licensing

@ Network

@ VPN

@ Security Policy
5 Objsct

Security Services

System

@
& User & Authentication
e
a

Log & Report

Leg / Events

Log Setting
SecuReporter
Email Daily Report

¥ Maintenance

() Log £ Report = > Log /Events v

Category  Allog v Y Fiter v & Refresh Q
#%  Time ¥ Category * Meszage ¥ Sre.IP % Dst. IP ¥ Dst. Port ¥ Note ¥

1 2024-11-10 16:26:29 Security Policy Control  Rule name:LAN_Outgoing, from LAN to ANY, TCP, service othears, ACCEPT 192.168.10.30 B 207.211.211.27 80 ACCESS FORWARD
2 2024-11-10 16:26:29 Security Policy Control  Rule name:LAN_Outgoing, from LAN to ANY, TCP, service others, ACCEPT 192.168.10.30 ™ 212.102.56.178 80 ACCESS FORWARD
3 2024-11-10 16:26:29 Security Policy Control  Rule name:LAN_OQutgoing, from LAN to ANY, TCP, service others, ACCEPT 172.16.10.31 = 20.50.201.200 443 ACCESS FORWARD
4 2024-11-10 16:26:29 Security Policy Control  Rule name:LAN_Qutgoing, from LAN to ANY, UDF, service others, ACCEPT 172.16.10.31 Bl 53 ACCESS FORWARD
5 2024-11-10 16:26:28 Security Policy Control  Rule name:LAN_Qutgoing, from LAN to ANY, UDP, service others, ACCEPT 192.168.10.54 B 64.233.167.84 443 ACCESS FORWARD
& 2024-11-10 16:26:28 Security Policy Control  Rule name:LAN_Qutgoing, from LAN to ANY, UDP, service others, ACCEPT 192.168.10.54 M 3.125.21.173 53 ACCESS FORWARD
7 2024-11-10 16:26:28 Security Policy Control  Rule name:LAN_Outgeing, from LAN fo ANY, UDP, service others, ACCEPT 192.168.10.54 M 3.125.21.173 53 ACCESS FORWARD
8 2024-11-10 14:26:28  Security Policy Confrol  Rule name:LAN_Outgoeing, from LAN fo ANY, TCP, service others, ACCEPT 172.16.10.31 S 52.123.135.194 443 ACCESS FORWARD
9 2024-11-10 14:26:27  Security Policy Confrol - Rule name:LAN_Outgeing, from LAN fo ANY, TCP, service others, ACCEPT 192.168.10.63 00 54.76.217.223 4335 ACCESS FORWARD
10 2024-11-10 16:26:27 Security Policy Control  Rule name:LAN_Qutgoing. from LAN to ANY, UDFP, service others, ACCEPT 172.16.10.20 B 3.224.165.15 9930 ACCESS FORWARD
n 2024-11-10 16:26:25 Security Policy Control  Rule name:LAN_Outgeing. from LAN fo ANY, TCP, service others, ACCEPT 172.16.10.31 B 52.123.129.14 443 ACCESS FORWARD
12 2024-11-10 16:26:25 Security Policy Control  Rule name:LAN_Qutgoing. from LAN to ANY, UDFP, service others, ACCEPT 172.16.10.31 B 172.64.41.3 443 ACCESS FORWARD
13 2024-11-1016:26:25 Security Policy Control  Rule nameirdp_vlan_bbuers, from WAN to LAN, TCP, service RDP, DNAT Packet, ACCEPT 194.230.161.150 172.16.10.30 3389 ACCESS FORWARD
14 2024-11-1016:26:25 Security Policy Control  Rule name:LAN_Outgoeing. from LAN fo ANY, TCP, service others, ACCEPT 172.16.10.31 40.126.53.21 443 ACCESS FORWARD
15 2024-11-10 1&:26:24  Security Policy Confrol  Rule name:LAN_Qutgeing. from LAN fo ANY, TCP, service others, ACCEPT 172.16.10.31 M 37.252.234.164 5938 ACCESS FORWARD
16 2024-11-1016:26:23  Security Policy Confrol - Rule name:LAN_Qutgoing. from LAN fo ANY, TCP, service others, ACCEPT 192.168.10.60 K0 52.215.15.178 443 ACCESS FORWARD
17 2024-11-1016:26:23  IPSec VPN generating INFORMATIONAL response 177 [ ] 81.6.2.105 M 5.100.142.39 500

18 2024-11-10 16:26:23 IPSec VPN to_armand sending DPD response 81.6.2.1056 ™ 5.100.142.39 500

1% 2024-11-1016:26:23  IPSec VPN parsed INFORMATIONAL request 177 [ ] ™ 5.100.142.39 81.6.2.105 500

20 2024-11-10 16:26:22 Security Policy Control  Rule name:LAN_Qutgoing. from LAN to ANY, UDP, service others, ACCEPT 192.168.10.50 B 216.239.32.223 443 ACCESS FORWARD
21 2024-11-10 16:26:21 Security Policy Control  Rule name:LAN_Qutgoing. from LAN to ANY, UDP, service others, ACCEPT 192.168.10.50 B 216.239.32.223 443 ACCESS FORWARD
22 2024-11-10 16:26:21 IPSec VPN parsed INFORMATIONAL response 172 [ ] N 5.100.142.39 81.6.2.105 500

STUDERUS P*
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Praktische Aufgabe

Erstellt eine NAT-Regel fur einen Web-Server

Objekt flr eine WAN-IP

Objekt fur einen Web-Server

Firewall Regel erstellen

STUDERUS ¥



5. Securitiy Services

SSL
Exception

IP
Exception

External
Block List

DoS
Prevention

App Patrol

Anti
Malware

Content
Filter

Reputation
Filter

STUDERUS P*
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5.1 Entry Defense Pack

» Seit 21. Oktober auf nicht geblindelte Gerate der H-Serie
* Gold Security Pack hat immer hdhere Prioritat

( 4 Sicherheit fir Thr Netzwerk - ohne zusatzliche Kosten
N’ —  DNS Threat Filter
— URL Threat Filter
— IP Reputation

( 4 Cybersecurity Monitoring & Log Aufbewarung
—  Zentralisierte Sichtbarkeit im SecuReporter

( ’4 Priority Support
—  Eroffnen von Support Tickets direkt im Nebula moglich.
—  Live chat mit Zyxel HQ Technikern

Weitere Infos: https.//www.zyxel.com/de/de/entry-defense-pack STUDERU 5‘
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https://www.zyxel.com/de/de/entry-defense-pack

5.2 External Blocklist TE

FO
~ hitps/Atreatfeed blob.core windowsnet/threatfeed/iplist/webattackipt.
lpsum https://raw.githubusercontent.com/stamparm/ipsum/master/levels/4.txt

Nutzliche KB-Artikel fir DDoS Attacken

Die Empfehlungen von Zyxel zur sanften Abschwachung von DDoS-Angriffen auf
Firewall-Gerate (https://support.zyxel.eu)

How to mitigate DDoS Attacks
(https://community.zyxel.com/en/discussion/25382/how-to-mitigate-ddos-attacks)

sTuDERUSP*


https://threatfeed.blob.core.windows.net/threatfeed/iplist/webattackip.txt
https://raw.githubusercontent.com/stamparm/ipsum/master/levels/4.txt
https://support.zyxel.eu/
https://community.zyxel.com/en/discussion/25382/how-to-mitigate-ddos-attacks

Praktische Aufgabe

« Security Services auf der Firewall erkundigen

STUDERUS ¥



5. VPN - Site To Site / Remote Access / SSL

ZYXEL ysc Fiex 200H

NETWORKS

- - @ VPN * > IPSec VPN + > SitetoSite VPN
Search Q| =«
| site to Site VPN | | Remote Access VPN

8 Dashboard v Configuration
I Favorites ~ Monitor A

Network *

Interface Site to Site B connected 1 (100%)

NAT * B disconnected 0 (0%)

Policy Control *

VPN

IPSec VPN *
[# Traffic Statistics v ) i

+Add g Q g ®
[@ Security Statistics v
[0 Status ¥ Name * Outgoing Interface *
[ Network Status v
~ custom
[ WPN Stat
e ” o o9 to_armand gel_PPP

2 licensing v
@ Network v

VPN ~

IPSec VPN *

SSLVPN

@ Security Policy

STUDERUS P*
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VPN - Site To Site

(© ven ~ > PsecvEn v

General Settings

Enable
Name

IKE Version
Type
Network

My Address

Peer Gateway Address

lone

Authentication

Authentication

(o]
to_armand
O IKEvI @ IKEv2

Route-based

@ Interface
QO Domain Name / IP
@® Domain Name / IP

O Dynamic Address

IPSec_veN &

O Pre-Shared Key

® Certificate

gel_PPP (WAHM)] -

connect.blechner-it.de

o

525_Cert -

Advanced Seffings v

Phase 1 Seftings

SA Life Time

Proposal

Advanced Seffings

Phase 2 Seftings

Initiation

SA Life Time

VT Setting

Local IP

Subnet Mask

Route Sefting

Go to Static Route

86400 (180 - 3000000 Seconds)
+Add
O Encryption # Authentication *
O AEs256 SHAS12
Diffie-Hellman Groups DHIS @ -
@ Auto O Nailed-up O Responder Only
+Add O
O Local * Remote + Protocol + Active Profocol % Encapsulation ¢
0O 0.000/0 0.0.0.0/0 Any ESP Tunnel
28500 {180 - 3000000 Seconds)
+Add
O Encryption * Authentication
O AES256 SHAS12
Perfect Forward Secrecy (PFS) DHI? @ -
10.10.10.20
256.255.255.0




VPN — Remote Access VPN

(© VeN + > PsecVPN ~ > Remofe Acces VPN +
Site to Site VPN Remote Access VPN

General Seffings

Zyxels remote VPN solution uses leading IPSec/IKEv2 [EAP-MSCHAPV2] encryption, supported by SecuExtender VPN Client. You can also use native clie

VEN Configuration Download for Native VPN m 8 105/macos J| & Android (strongswan)
Ciient

Enable

Incoming Inferface

Q Interface gel (WAN) - N
Advanced Seffings ~

® Domain Name / IP 0.000

NAT Traversal L] Phase 1 Settings

Zone IPSec_VPN J 0

3 o SA Life Time 86400 (180 - 3000000 Seconds)
Ceriificate for VPN Validation
et +add O o m
® Manual RemoteAccess VPN-180 ¥

Proposal O Encryption Authentication ¥
Clients will use VPN to access
O AESI28 SHAZ54

® Internet and Local Networks (Full Tunnel)

Auto SNAT ae Diffie-Hellman Groups DH2@ DHI4@ DH21 @ -

O Local Networks Only (Spiit Tunnel]
Phase 2 Settings

Client Network SA Life Time 28800 (180 - 3000000 Seconds)

IP Address Pool 192.168.50.0/24 _

First DNS Server © ZyWALL taad § H
O Custom Defined Proposal [0 Encryption # Authenficafion ¥

Second DNS Server O AES128 SHAZ256

Authentication @
Perfect Forward Secrecy (FFS) None -

Primary Server
Secondary Server

User

STUDERUS
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VPN - SSL VPN

(© ven = = siven

General Seftings

Zyxel Remote VPN works with the SecuBxtender VPN client and is also compatible with the OpenVPN Connect client.
Enable ae

S5L VPN Configuration Download

Incoming Interface

Interface gel (WAN) -

DNS Name (Optional)
Server Port <

Zone SSL_VPN S 0

Clients will use VPN to access

® Internet and Local Networks (Full Tunnel)

Auto SNAT ae
O Local Networks Only [Split Tunnel)
Client Network
IP Address Fool 192.168.51.0/24
First DNS Server ® IyWALL

O Custom Defined

Second DNS Server

Authentication @

Primary Server local -
Secondary Server none A
User any Far ]

Advanced Settings ~

Generate Cerlificate

STUDERUS P*
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2FA — User Authentication

ZYXEL ysc Fiex 200H

NETWORKS

search Q., e @ User & Authenticafion = > User Authenfication ¥ > Two-factor Authentication =

AAA Server | Two-factor Authentication

<

8 Dashboard Admin Access
¥¢ Favorites v Enable o)

Valid Time 3 < [1-5 minutes)

®

[oiiciciElics v Two-factor Authentication for Services

[@ Security Stafistics A4 0O web O ssH
Network Status ~ | VPN Access
E VPN Stat v
s Enable ‘)
Valid Time 3 S [1-5 minutes)
2 licensing b
Two-factor Authentication for Services
& Network ¥ O SSL VPN Access IPSec VPN Access
© VPN v Delivery Settings
@ Security Policy > Authorize Link URL Address HTTRS - From Interface hd ge3 hd
5 Object ¥ | Authorized Fort 8008 (1-65535) @
@ Security Services "
& User & Authentfication  ~

User/Group

User Authentication

System

STUDERUS P*
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2FA

@ User & Authentication ¥ > User/Group ¥ > User v
Profile Management
User Name dka_vpn

User Type user

Password

Retype
Description
Email 1
Email 2

Mobile Number

Authentication Timeout Settings ® Use Default Settings O Use Manual Settings
Lease Time 1440 minutes
Reauthentication Time 1440 minutes

Two-factor Authentication

Enable Two-Factor Authentication for VPN Access IE'

A\ You must first set up your Zyxel Device on the Google Authenticator app and select the service (SSL VPN or IPsec VPN) at User Authentication that requires two-factor authentication for the VPN user.

Finish Setting up Google Authenticator to enable 2FA

| [ Set up Google Authenticator }
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2FA — Aktivierung beim User

Two-factor Authentication

&
at requires two-factor authentication for the VPN user.

Enable Two-Factor Authentication for VPN Access
User Authentication

A\ You must first set up your Zyxel Device on the Google Authenticator app and select the service (S5L VPN or IPsec VPN) o

Set up Google Authenticator

Verify your device

Add your account to Google

Download & install Google
Authenticater

Avthenticater on your mobile
device.

Enter code

After clicking the "+ icon in
Google Authentficator, use the
camera to scan the QR code

* on the screen.
E

[q Google Authenticator |

Can not scan the QR code?

STUDERUS P*
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Praktische Aufgabe

Site to Site VPN erstellen

Remote Access VPN erstellen

Benutzer erstellen

2FA fUr Admin Access

Admin User erstellen und 2FA aktivieren
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7. WLAN-Controller
H Series uOS Release Plan

New USG FLEX 50H(P)

FQDN Object

BWM (Support ppp, bridge
and VTl interfaces)

Source IP spoofing prevention
Web Console

Entry Defense Pack

Schedule Reboot

Multi-Site Management

Topology

Device Status
(CPU/memory/session)
Event Log

Security Profile
Synchronizations

Support Nebula pro pack
fransfer

Priority Support

*  Email Alerts

+ SIPALG

+ Device HA

* Packet Flow Explore

Nebula Configurations phase |
Dashboard

Auto VPN

Port, Interface, Object
NAT, Routing

Firewall

Security Policy

Security Service (site-wide)
Summary Reports
Application/Client Usage

Tailscale-like VPN
(Wireguard)

Secure WiFi (AP Controller) |

Captive portal
802.1x Authentication
Layer 2 Isolation

BWM for per user/per
source-IP

IGMP

Routing Trace
DoH/DoT

LAG

700H vpgrade licenge

Nebula Configurations phase Il

LAG

Non-Nebula VPN

Remote VPN (IPSec/SSL)
Authentication (Cloud Auth)
Device HA Status & Topology
License migration from
FLEX/ATP

700H uvpgrade license

IPvé dual stack
Speed Test on GUI
SNMP OID MIBs
enhancements
CDR

CDR

DoH/DoT

Firewall schedule
Reboot

Smart virtual server

(auto-generate security

policy)
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Praktische Aufgabe

Nebula einloggen und WEB GUI zeigen

WLAN-Einrichtung zeigen

Login fur Teilnehmer:

Link: nebula.zyxel.com

User:  studentO1@studerus.ch
PW: NebulaKurse2024!

STUDERUS ¥
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8. CLI

Welche Tools bendétigen wir?

Nebula Anbindung neu initialisieren

usgflex200h> cmd service-inspect all official

OK.

usgflex200h> edit running

usgflex200h running config# nebula enabled false
usgflex200h running config# commit
Configuration committed.

usgflex200h running config# nebula enabled true
usgflex200h running config# commit
Configuration committed.

usgflex200h running config#

USG FLEX H als NTP-Server verwenden:

usgflex500h> edit running

usgflex500h running config# vrf main
usgflex500h running vrf main# ntp enabled true
usgflex500h running vrf main# commit
Configuration committed.

usgflex500h running vrf main# copy running
startup

Overwrite startup configuration? [y/N] y

STUDERUS ¥



8. CLI

Auslesen von 2FA Informationen Anzeige der aktiven Routen

usgflex200h> cmd two-factor-auth google-auth user | ussflex200h>show ipv4-routes
Codes: K - kernel route, C - connected, S - static, R - RIP,

admin O - OSPF, | - IS-IS, B - BGP, E - EIGRP, N - NHRP,
two-factor-auth-google-auth T-Table, A - Babel, F - PBR, f - OpenFabric,
ok > - selected route, * - FIB route, q - queued, r - rejected, b - backup

e t - trapped, o - offload failure
verified false PP

grcode-url K>* 0.0.0.0/0 [0/0] via 146.228.17.101, ge1_PPP, 00:00:05
otpauth://totp/ad min?secret=4QF5GD6MRMMQHLSB | €>*10.10.10.0/24 s directly connected, vti_custom_341, 3d08h12m

. - C>* 146.228.17.101/32 i directly connected, ge1_PPP, 3d08h12m
VD6JS6F5IU&issuer=usgflex200h C>* 172.16.10.0/24 is directly connected, Produktiv, 3d08h12m

backup-code 7*******1 C>* 172.16.50.0/24 is directly connected, Management, 3d08h12m
backup-code 8™+ G 175.16.70.0/24 4 directly connocted, Server LA, 308121

_ *kkkrkrk > . . . IS |rectyconnecte , oerver- s m
backup-code 9 7 C>*172.16.80.0/24 is directly connected, Client-LAN, 3d08h12m
backup-code 3*******1 C>* 172.16.100.0/24 is directly connected, VMs_Subnet, 3d08h12m
backu p—code Gxkkkkk* D C>*192.168.10.0/24 is directly connected, ge3, 3d08h12m

C>*192.168.51.0/24 is directly connected, tun0, 3d08h12m
K>*192.168.100.0/24 [0/0] is directly connected, vti_custom_341,
. 3d08h08m
usgflex200h> C>*192.168.169.0/24 s directly connected, ged, 3d08h12m
usgflex200h>
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network technologies



@ log & Report ¥ = Log/Events ~

9. COOIe Features Category  AllLlog v Y Filter ~ & Clearlog [ Export C Refr

Filter

B2 Dashboard - Add Filter X
g+  Priority ' Messag
¢ System X
ZY\?; EL USG FLEX 200H L , Keyword | Fitter e e
Security Protocol myKeyWord-Herg| ]
e e 2 Source Address i Rl
Heelte Q= ¥ Favorites ~ Apply
3 Source Interface H Rule na
lr:?;\:g;ke 4 Source Port slicy Control Rule na
B Dashboard - Destination Address |
NAT 5 slicy Control Rule na
Destination Interface
S & slicy Control Rule na

Paolicy Control Destination Port

Security 7 2UZA-1 =10 17581002 secunty Folicy Control Rule na

WPM
7 Favorites v IPSec VPN

* % % %

DEHLOOLO

Online Help

Q Y H O m

DEHLOLO

Tutorial Video

Community

RAELRE

e
®
CJ
®

Priority Support

&, O Pn 2 https://192.168.10.1/webconsole/
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