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Die Firewall und QUIC

 Mit QUIC konnen heute die Sicherheitsmechanismen auf der Firewall
umgangen werden

« QUIC noch kein MUST
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Die Firewall und QUIC

Firewall Objekte

[ Edit Service Rule QUIC-Port_80

Name:

IP Protocol:
Starting Port:
Ending Port:

—

[ Edit Service Group Rule QUIC_Ports

: Configuration
@& Name: | QUIC_Ports |
| QUIC-Port 80 | Description: | |
\UDP ™ Configuration
@ (e [heroe ]
| | [1..65535) === Object === . === Object ===
ABL-Nebula-Remote | QUIC-Port_80
| ABL-Remote QUIC-Port_443
- : BL-Remote2
[ Edit Service Rule QUIC-Port 443 7]
-Remote3
_Service
Name: 'QUIC-Port_443 |
IP Protocol: uop ™
Starting Port: |443 | {1..65535)
Ending Port: | | {1..65535)

ok ] cance

ok cance
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Die Firewall und QUIC

» Firewall Regel

IPv4 Configuration
Allow Asyrmmetrical Route l
Add & Ecit Remove @ Activate @ Inactivate
° - : . [ Edit Policy 1
Pri... S§i... Name From To

5 Create New Object¥

1 ? NoQUIC any a WAN
T et :
Name: [NoQuUIC |
Description: | | (Optional)
From: |ony |v|
To: (WAN v
Source: [any v
Destination: lany M
Service: | QUIC_Ports | v |
Device: \any v
User: lany I
Schedule: [none i
Action: \deny v
Log denied fraffic: llog v

-

ok cancel
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Die Firewall und QUIC

« QUIC Check https://quic.nginx.org/

N NGINX HOME  QUIC TEST

Requests flow [ Run |
Result Log
Total requests 3000
Success with QUIC: 3000
Success with HTTP: 0
Failed requests: 0

Progress

Requests: 3000 / 3000 (100%)

Sent QUIC m HTTP m Failed
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Die Firewall und QUIC

« QUIC Check https://quic.nginx.org/

N NGINX HOME  QUIC TEST

Qauic

Congratulations! You're connected over QUIC.

Qauic

You're not using QUIC right now, but don't despair,
check the documentation to find a way.
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