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https://bit.ly/tefo2024

TEFO 2024

https://github.com/ibuetler/tefo2024



https://github.com/ibuetler/tefo2024
https://bit.ly/tefo2024

HACKING-LAB® @ Cvents > TEFO 2024 £ O 5] LOGOUT

64
a ibuetlerr

_8

Teams
Hacking Workstation Password Spraying Password Hash

Teacher _ A _

Manager

Personal Report

Classes Report

Global Chat

Help

MitM - Phishing C2 Server Source Code

HACKING-LAB®

€€ Collapse Sidebar
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Keynote loading....

>Preparing cloud instance for C2 server
>0pen source C2 frameworks




CYBER SECURITY - 2 MIN READ

Breached Credentials Remain the Key
Entry Point Behind Rising Ransomware
Attacks

@ SPONSORED BY SPECOPS - OCTOBER 25, 2022




Ransomware Entry Points FEPANZURA
6%

Accidental Data
Loss/Lost Device

8%

Malicious Insider

20%

Compromised
Credentials

9%
Physical Security
Compromise

17%

Phishing Emails

14%

Vulnerability in
Third-Party Software

15%

Cloud Misconfiguration

AvePoint

https://panzura.com/ransomware-unlocked/



Password Leakage of Online Services

BLOCKED

PASSED

BLOCKED

compass-security.com 8




From where hackers get the passwords

>Hacking Online Services, SQL1 to Hash
>Monitoring, HIBP, DeHashed




PaSSWO rd S p rayi n g S e rve r PassordSaying .

19.11.2024 00:00 - 31.12.2024 00:00

Find the user with the given password from the table below

cu T/ GOTO v

1) Every service has 500 accounts set

)
2) The password will change every 60 minutes
3) The services are **fail2ban** protected with a 10 minutes lockout period
)

4) Every service has its unique user database (they are not shared)

Usernames Password
ssh 22 user_100000 -> user_100500 56a9aa38
ftp 21 user_120000 -> user_120500 6933353b
http 80 user_140000 -> user_140500 43e4f7c5

10
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Man-in-the-Middle - Phishing

compass-security.com



Man-in-the-Middle - Phishing

/

— : Yeah! Free-WiFi
@ ' available...

Choose a Network...

FreeWifi
pub

Other...

Ask to Join Networks _-'

Known networks will be joined
automatically. If no known networks are
available, you will be asked before joining
a new network.

L
é;é
%

=

compass-security.com



MitM - Phishing

From where hackers get the passwords

>Phishing Sites acting as Reverse Proxy
>Z2FA 1s useless!
>HSTS the solution? Hmmm yes for same domain!




Malware & C2 Traffic

compass-security.com



C2 Server

From where hackers get the passwords
>C2 Traffic




What’s Git ?

% Git is a version control system used +o +rack changes in o set of Files.

T is rnainlg used for Source code managemeni- bﬂ Sof:i' deveiopers_
Feal-uteA HEQD

¥

—
Hme

* Git (s euerjwhe're.! Tts Support for diskributed and non-linear work-
Flows with branches allows multiple devs +o worK in paralle) and make Code
changes Faster.

Pvoblem !

X Giit heeps a higtory of eveyyting YES
Every Single thing

% That means your Recre} is deeply hidden
n Gik hisl-orﬂ 5 :]uﬂ not in +he lotest Snapshot-.

*Read:‘ng Previous commit 1s easy !
4 qit 7eflog show HERD
J J Secret

$ git check out £ commit -hashd SHl exigks
4 cat mQTn.so here

abc.-

Secret file
removed

Lesson 1 % Never Stove secrets in Gik.
Lesson 2 % If you ever do, don't Just vemove
Secvels . MaKe sure +0 vevoKe & votate your Secrels.

T need +o
connect +o DB

from my “g0'app

lpa.ckuge. L)
||mpoﬂ~s (

|

Let’s nok

overcom pl'ta}c )

I-hmgs 2

P'-U' password
in plaintext,

iusername = " voot "
tpassuuotd = #gjb2d" l
I

$9i+ commilk ~am "add man

§ git push

Git Secre’rs Leak

Y

SolarWinds ¥

Delelmg secvels after
Commrl'

With ¢ gy
GitGwardian

[ Secvo I

ecwrl-i_vj

main

i Ohno!! {

M3 -reposi’rorg is ( me quld(lj delelt )
Pubhc and now
my Secret is

#

exPDSEd SeCTei'
GHll exists
$ git vm main. 90 here
$ 9|+ commit -m " Remove main’
Secrel file

$ git push yemoved

SolarWinds

e Github
Hey JTantern, : package main : . E
Can you write | ypovis ( ‘l it
Code to talk to | .. | File Sevver
File Sevver ? : ) : username :="admin" DK
‘ password := "solarwindsi23"
[
jusername : “admin" |
t password :2"Solar !
,f’f'_ 9*14'2’23_-__3 e
_ 9aue me: %hzrr
Commit — — fush fo > Keys ||
&""H ¢ : GH > <
~ —> Deploy

compass-security.com
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From where hackers get the passwords

>Source Code (SolarWinds)




Recommendations

1) 2FA
2) Monitoring Leaked Passwords

3) FIDOZ2

4) HSTS preloading
5) Different Passwords per Online Service

6) Password Manager

A) Salted Hash
B) Secret Manager for Source Code




Thank You!

Ivan Blitler, Compass Security AG
Ethical Hacking & Penetration Testing
Incident Response

ivan.buetler@compass-security.com
https://www.compass-security.com/
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Appendix




(]

;== Have | Been Pwned: Check if you X + [

€ C @& baveibeenpwned.com = * & % [ @ :

B YT Z T KB Howto fix Window.. Y& List of legendary cr.. x Compass #. Deals Tracker [0 Futurepedia - The L. ;s You g§ Neeva £ CU x Doku O ChatGPT @ Status Page »» Cther bookmarks

Home Notifyme Domainsearch  Who's been pwned Passwords APl About Donate BP

»--have i been pwned?

Check if your email or phone is in a data breach

‘Eamail or phone (international format)

pwned?

@ Generate secure, unique passwords for every account = Leam more at 1Password.com

661 12,482,354,793 115,680 227,277,982

pwned websites pwned accounts pastes paste accounts

compass-security.com 21



¥ DEHASHED

@ © 8 0 » O

N\
A4

©

Home / Results

Search

Pricing

Data Wells

Support

FAQ

API

WHOIS

Monitoring

My Account

* Payments

* Settings

* Sign Out

Q studerus.ch

167 194MS
RESULT(S) FOUND SEARCH ELAPSED TIME

Results:

Because of the nature of the displayed data, no guarantee can be and/or is made regarding its accuracy.

igu(@studerus.ch

Sourced from Exploit.in data

i

pgu@studerus.ch

Sourced from Collections data

i

rha{dstuderus.ch

Sourced from Education.Zyxel.com data

/1

compass-security.com

14,453,524,343 48,796
ASSETS SEARCHED AGGREGATED DATA WELLS

What's DeHashed and those results?

DeHashed is a public data search-engine created for Security Analysts, Journalists, Security
Companies, and everyday people to help secure accounts and provide insight on breaches and

account leaks. DeHashed can also be used for investigations & fraud prevention.

What can | search for?

Anything! Our advanced systems allow you to search for |.P. Addresses, Emails, Usernames,

Names, Phone Numbers, VIN Numbers, Addresses, and more!

How can | protect myself or remove my data?

Simply click on "Request entry removal” below results and complete the automated on-screen

process.

22



g;_:l Firefox Monitor x -+
= C & monitor.firefox.com/user/dashboard G = w * » 0O @ :

Your location: Azmoos, 5G = with Mozilla VPN. Expand v

'F)_ Firefox Monitor Breaches Security Tips

[+
Email Addresses Manage Emall Addresses
ivan.buetler@compass-security.com - chow Resolved
1 out of 1 breaches marked as resolved
ivan.buetler@gmail.com - 1 out of 1 breaches marked as resolved Show Resolved

ivan.buetler@stiftung-ost-rj.ch - Appears in 0 known breaches.

ivan.buetler@hacking-lab.com - Appears in O known breaches.

ivan.buetler@ost.ch - Appears in O known breaches.

compass-security.com 23




DeHashed

fs@studerus.

Ts@studerus.ch stuc
fs@studerus.ch shaz
fs@studerus.ch shaz

fs@studerus.ch £83550118a1445e95534bh7884922b810231181bc

fs@studerus.ch shaz

fs@studerus.ch stuc

fs@studerus.

compass-security.com 24



HSTS Preloading — Http Strict Transport Security

C 2% hstspreload.org/?domain=www.compass-security.com

Enter a domain:

www.compass-security.com

Check HSTS preload status and eligibility

Status: www.compass-security.com is currently preloaded.

Information

This form is used to submit domains for inclusion in Chrome's HTTP Strict Transport Security (HSTS) preload list. This is a list of

sites that are hardcoded into Chrome as being HTTPS only.

Most major browsers (Chrome, Firefox, Opera, Safari, |E 11 and Edge) also have HSTS preload lists based on the Chrome list.
(See the HSTS compatibility matrix.)

compass-security.com 25




admin

H aS h C rac ki n g Stati O n ef749ff9a048bad0dd80807fc49e1c0d

Purchase for admin@hacking-lab.com CHF

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

ef749ff9a048bad0dd80807fc49elceod

. I'm not a robot S

reCAPTCHA

Privacy - Terms

Supports: LM, NTLM, md2, md4, md5, md5(md5_hex), md5-half, shal, sha224, sha256, sha384, sha512, ripeMD160, whirlpool, MySQL 4.1+ (shal(shal_bin)),
QubesV3.1BackupDefaults

Hash Type Result

Color Codes: Green: Exact match, Yellow: Partial match, [B8El Not found.

compass-security.com 26
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