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Ivan Bütler

Ist Ihr Passwort schon publik?

SRF1 – Blackout – Live in der Sendung
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Compass Security - seit 1999 
80 Mitarbeiter in Jona, Zürich, Bern, Basel, Berlin, Toronto

Penetration Tests | Red Teaming | Security Reviews

Cyber Feuerwehr 7/24h (DFIR)
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https://github.com/ibuetler/tefo2024

https://bit.ly/tefo2024

https://github.com/ibuetler/tefo2024
https://bit.ly/tefo2024
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Keynote loading…. 
>Preparing cloud instance for C2 server
>Open source C2 frameworks
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https://panzura.com/ransomware-unlocked/
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Password Leakage of Online Services

BLOCKED

PASSED

BLOCKED
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From where hackers get the passwords
>Hacking Online Services, SQLi to Hash
>Monitoring, HIBP, DeHashed
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Man-in-the-Middle - Phishing

HS2024 Cyber Defense
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Man-in-the-Middle - Phishing

Free-WiFi

Yeah! Free-WiFi 
available…
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From where hackers get the passwords
>Phishing Sites acting as Reverse Proxy
>2FA is useless!
>HSTS the solution? Hmmm yes for same domain!
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Malware & C2 Traffic

Bypass

HS2024 Cyber Defense
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From where hackers get the passwords
>C2 Traffic
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C2 Traffic
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From where hackers get the passwords
>Source Code (SolarWinds)
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Recommendations

1) 2FA
2) Monitoring Leaked Passwords
3) FIDO2
4) HSTS preloading
5) Different Passwords per Online Service
6) Password Manager

A) Salted Hash
B) Secret Manager for Source Code
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Thank You!

Ivan Bütler, Compass Security AG
Ethical Hacking & Penetration Testing
Incident Response

ivan.buetler@compass-security.com
https://www.compass-security.com/

mailto:ivan.buetler@compass-security.com
https://www.compass-security.com/
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Appendix
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DeHashed
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HSTS Preloading – Http Strict Transport Security 
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Hash Cracking Station
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